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Abstract

With hundreds of millions of users using mobile phones in todays’ corporate world, the risk for security breaches has never been
greater. The data that phones can leave behind can be very damaging to a company if the mobile phone is used for work, with
today's companies most IT teams allow a "Bring your own device™ policy. iMessage is one of the leading mobile communications
application, because of this hackers are increasingly trying to steal information transmitted through iMessage. After looking at a
few hypothetical ways to hijack, spoofing data from iMessage, and even investigating logs and backups, the amount of data that is
left behind is more shocking than users would believe. iOS backups can leave behind old messages, contacts, and pictures
transmitted through iMessage, but users can avoid this by encrypting the backups. In all iMessage is safe enough for an average

user to use without worrying about data being stolen.
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1. Introduction

iMessage is used by most iPhone users today, and is
considered to be one of the most feature rich application suites
available on the mobile platform. Its integration with the
operating system makes it an obvious favorite of the iPhone
user base, but this does not necessarily mean that the iMessage
suite is the most secure service available. The purpose of our
paper is to evaluate the security of the iMessage suite to
determine just how secure the software is, and to determine
where the weak points may lie.

Given that iMessage is based off of Apple’s proprietary
software, it is very difficult to fully determine the security of
the information being transmitted across its service. With that
said, several papers have been released which have attempted
to look at the information transmitted by the service and make
a rough estimation of their security based on the technologies
they are based on. Whether it be Face Time, iMessage, of any
of the other various subcategories of iMessage, all of these
applications use some form on encryption for storing and
transmission of data. The introduction of iMessage was in
2011 when Apple was updating their iOS to iOS 5. With this
update, two new servers were created for the iMessage
protocols, Apple Push server and Apple ESS server,
courier.push.com and ess.apple.com, respectively. The service
was somewhat insecure until i0S6, when many changes were
made to improve this aspect, and since then only a handful of
minor changes have been made.

2. Related work

This work was inspired by the curiosity of the team as
members of the team use Apple products and wanted to
investigate the security and digital forensics of Apple’s most
heavily used applications. Apple has stated that the
communication that is taking place over iMessage or over
FaceTime is secured with the use of end-to-end encryption.

Hence, only the sender and receiver can see it or read it. Even
the Apple Company cannot decrypt those messages. Apple
also stated that they do not keep data items related to the
location of the customers, any map searches or any requests
made by Siri . The stack overflow ™M talks very briefly about
the encryption of iMessage as well as the privacy statement
given by Apple. The iMessage wiki I goes into great detail
describing how the iMessage protocol works, as well as what
servers the messages are sent to and what data is brought with
it.

The sources above gave the team insight into how iMessage
functions, as well as where data is being stored when packets
are being transmitted from server to device. The presentation
(Quicklab 2013) gave the team a lot insight into how Apple’s
servers communicate with devices, the presentation also
covered many topics and ways on how to perform man-in-the-
middle attacks, the research paper (SANS Institute 2013) went
into great detail how to perform physical attacks on the
iDevices; one attacked included that attacker obtaining the
SIM card of the phone and loading it into their own phone and
registering their phone with the iMessage credentials and was
able to spoof messages to any of the contacts on the victim’s
phone.

Both of these papers gave great insight into multiple attacks
into devices, but the goal of this research was to investigate
this and what other data iMessage leaves behind. The papers
lead the team with great starting points and allowed the team
to further improve upon what has already been discovered.
This service is known as Apple Push Notification Service
(APNS), and it uses various information, that is stored on
Apple’s servers, from the user such as; push-token and a push-
certificate, with these things a user with a Apple ID is able to
receive other messages that contain information from other
Apple 1D users, such as their Apple ID and which devices are
connected through that Apple ID; but there is a problem, the
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push and iMessage servers do not implement certificate
pinning. So with the lack of certificate pinning, a hacker can
gain knowledge of another user’s Apple ID information, such
as, as user’s Apple ID password. Sadly though this is not that
complicated to obtain, for a hacker to add a signing certificate
to the device all they must do is “connect the device to
machine running iPhone Configuration utility” ™. Once they
have the certificate the hacker is able to access Apple’s push
and iMessage servers.

To understand how a device is vulnerable through APNS, one
must first look at how the device communicates with the
service. The device will first start TLS initiation with the
APNS, then APNS sends back a server certificate toe the
device, the device then validates the server certificate before
sending its’ certificate, then finally once the APNS validates
the device’s certificate TLS is established. One of the papers
goes extensively into how to commit man-in-the-middle
attacks using spoof certificates from the ESS server to bypass
the Push servers. The encryption used by iMessage is a RSA
cipher text with 1280 bits which is on top of an AES session
key and AES-CTR cipher text [, see appendix F. If an
attacker were to try to decrypt the traffic it would impossible
as even Apple they have stated, “they cannot decrypt the
messages” [°l,

3. Problem Statement

How secure is iMessage? With over hundreds of millions of
users, the applications need to be secure and any information
that is sent between users should not be obtainable. Apple
themselves have stated that their main concern is privacy of
their customers Apple has stated that the communication that
is taking place over iMessage or over FaceTime is secured
with the use of end-to-end encryption. Hence, only the sender
and receiver can see it or read it. Even the Apple Company
cannot decrypt those messages. Apple also stated that they do
not keep data items related to the location of the customers,
any map searches or any requests made by Siri 1. While this
may be Apple’s goal, if the encryption is weak or is faulty
then user’s data is easily available to a hacker and can be
stolen.

In addition, there is the problem of the automatic data backup
system employed by iTunes whenever an iDevice is
connected. While this functionality is very user-friendly, it is
important to ensure that this data is safe, since it includes
many potentially sensitive data sources. In addition, the
iTunes backup can be done on iCloud or locally. These are
fundamentally different approaches which have different
strengths, weaknesses and potential vulnerabilities. While
issues with iCloud have become big news in recent years,
issues with backup security can be potentially just as
dangerous.

Both of these systems have been shown to be vulnerable to
social engineering attacks, and many of the easiest attacks on
these services rely on these attacks. More specifically,
physical possession of the device enables SIM-switching
attacks to compromise iMessage communications, and stolen
iCloud passwords have caused problems for many users.
Unfortunately, preventing these attacks involves user
education, and this can be a very difficult thing to accomplish
in the consumer market. However, there are also some

concerns with the technical aspects of these services.

Specifically, there is reason to believe that the iMessage
service may be vulnerable to Man in the Middle attacks. In
addition, while iCloud has been updated to help prevent
passwords from being phished, their encryption for the local
backup system has been shown to be breakable, and the option
to leave these backups unencrypted opens the way for these
backups to be exploited for information. These two problems
will be what we attempt to discuss in the remainder of this

paper.

4. Technical Approach

To start one must understand a few things about Apple and
iMessage. First, each user has a unique Apple ID. This ID is
linked with all Apple devices the user may have, such as a
phone, laptop, iMac, iPad, or any other device with iMessage
capabilities. With how Apple handles linking of multiple
devices to push data to certain information is shared among
devices, when one user contacts another user and shares their
Apple IDs’ both parties gain access to all of the other parties
devices.

For example, in the log files for Face Time, if a user calls
another user through the application the Apple servers will
bring back various information regarding that user such as:
Apple ID, email address used to sign up, and associated phone
number (although this is sometimes absent, if a cellular
connected device has not yet been added to the account.)
iMessage is not a fool proof application; the protocols used for
encryption are secure only if the messages are being sent to
the correct receiver. Apple uses a Push Client to send
messages and other requests to a user’s phone.

Despite remaining largely the same for some time, iMessage
is considered to be a very secure service, although some
security concerns remain. The servers behind this service
handle all requests sent to an Apple ID, and use a variety of
ports and services to accomplish their goals. The push server
uses TLS port 5223 which handles all of the traffic such as
iMessage, Face Time, Game Center, etc. while the ESS server
handles authentication and key repository for other Apple
IDs’.

This is a hypothetical way one would execute a man in the
middle attack on some user. First the hacker would need a few
things: a great network, the private key’s of the victims’
devices, the victim’s Push and ESS certificates, and the
victim's RSA and ECDSA private keys. Once the hacker has
all of these pieces of information the hacker is then able to
proxy all requests sent to the ESS server of Apple to alter all
of the public keys with new keys. The hacker will also proxy
all communication between the Push server, this allows the
hacker to eavesdrop on all messages sent to the victim and
modify them M. This is the basic idea for each man-in-the-
middle attack, the hacker uses their network for proxy the ESS
and Push servers to spoof requests and messages and then the
hacker uses the certificate and keys to eavesdrop and forge
messages. One problem with each of these hypotheticals is all
of the requirements that are needed to properly perform these
attacks. For one sided man-in-the-middle, the hacker needs
both certificates as well as the keys, which are extremely
difficult to procure, even if the attacker were to try two-sided
man-in-the-middle they wouldn’t need the keys but would
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need a very powerful network to handle the network traffic.
Moving forward, our team investigated the files on a Mac
computer to see if there was any data that could’ve been
obtained if a system was compromised. Once a user shows the
hidden folders on a system that has Face Time, the user is then
able to view the Face Time log files. This only shows
information related to that call, such as: who was being called,
what type of call it was, and some other information regarding
the call. Some information is not encrypted, such as plaintext,
or in hexadecimal. This was the extent of the information we
could find about the iMessage information as it was used in
real time, and given that log files are often overwritten or
deleted, it provided our first indication of where some digital
forensics work can start.

Next we looked at the security implemented on the local
backup. As previously stated, iTunes automatically syncs
iDevices whenever they are connected to iTunes on Windows
or Mac. When iTunes is first started, an option is provided if
backups should be done locally or on Apple’s cloud service,
iCloud. In addition, if the backup is done locally (which can
be common, given that iCloud storage is limited for users who
do not pay for the premium service,) an option is provided to
determine if the user would like to encrypt the backup.
Because the key for encryption is user-defined the backup is
vulnerable to dictionary attacks, brute force attacks, and other
related attacks. In addition, as previously stated, the
encryption used on these backup files has been shown to be
(to some extent) crackable. Given that this security is
somewhat vulnerable, we decided to focus on the information
in question. In the backup directory are hundreds of SQLite
files, many of which are encrypted by Apple themselves.
Located inside the directory are two files of particular interest,
3d0d7e5fb2ce288813306e4d4636395e047a3d28 and
31bb7ba8914766d4ba40d6dfb6113c8b614bed42. To view the
information located inside these extensionless files, we
utilized a generic database browsing program.

The inside the database consisted of several tables. In our
efforts we focused mainly on the message and handle tables
from the 3d0d7e5fh2ce288813306e4d4636395e047a3d28 file
and one table, AD Person Full Text Search content, from
31bb7ba8914766d4bad0d6dfb6113c8b614bed42. In  the
message table there are the details of every SMS and
iMessage communication that was saved on the iDevice, with
a handle id number. This handle id number is specific to each
conversation, and when the number is located in the handle
table, it corresponds to the participant’s phone number.
Moving to AD Person Full Text Search content, users are able
to correlate the phone number to any information located in
the phone’s contacts. This may include their name, address
and other personal information. In addition to this data, the
backup stored many other potentially sensitive pieces of data
in a similar way, including such information as calendar
information, reminders, notes, call history and even location

data [f] [g] [h]

5. Results and Analysis

Since Apple uses an end-to-end encryption on devices when
they send messages or Face Time requests, one must perform
extensive setup to even begin one man in the middle attack to
receive and forge communications. This means that this

medium is, by most technical measures, very difficult to
intercept. In fact, during our research for this project, we
found sources claiming that even Edward Snowden used
iMessage during his activities. Regardless of the political
implications that statement may have, it still exemplifies that
those in the field feel quite comfortable using the service as a
way to discreetly transmit data.

When it comes to users’ backup data, if a laptop or desktop
were compromised then the hacker would have access to
multiple log and backup files. These files may be unencrypted,
at which point most data can be obtained without much effort
(1.2 If the backup file is encrypted the data is much more
secure, although still not entirely safe. This is particularly true
when it comes to organizations who have a greater level of
technical prowess. To remedy this issue, users should treat
backup data like they treat any other sensitive data; it should
be safeguarded as much as possible.

6. Conclusion

All things considered, iMessage is more than capable for
protecting the user of an average user and needs to be hacked
by a seasoned hacker for any Man-in-the-Middle attacks.
While spoofing and forging attacks are possible, this is mostly
preventable through user education, although alternative
articles have suggested some good ways of preventing this as
well. Still, nothing within the iMessage suite itself seems
much more vulnerable than any of the alternative services that
exist, making it seem like a good option overall. In terms of
the data that is stored on local backup, while it is variably safe
(depending on the settings selected) it should still be handled
with extreme care and users should be aware of where files are
stored. Taking some steps to ensure that this data is safe from
intruders in the case of an attack is also quite vital in ensuring
a small data breach does not become a case of identity theft.
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