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Abstract 

The main aim of this paper is to provide a broad review of network security and cryptography, with particular regard to digital 

signatures. Network security and cryptography is a subject too wide ranging to coverage about how to protect information in 

digital form and to provide security services. However, a general overview of network security and cryptography is provided and 

various algorithms are discussed. A detailed review of the subject of network security and cryptography in digital signatures is 

then presented. The purpose of a digital signature is to provide a means for entity to bind its identity to a piece of information. The 

common attacks on digital signature were reviewed. The first method was the RSA signature scheme, which remains today one of 

the most practical and versatile techniques available. Fiat-Shamir signature schemes, DSA and related signature schemes are two 

other methods reviewed. Digital signatures have many applications in information security, including authentication, data integrity, 

and non-repudiation was reviewed. 
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Introduction 

Network security consists of the policies and practices 

adopted to prevent and monitor unauthorized access, misuse, 

modification, or denial of a computer network and network-

accessible resources. Network security involves the 

authorization of access to data in a network, which is 

controlled by the network administrator. Users choose or are 

assigned an ID and password or other authenticating 

information that allows them access to information and 

programs within their authority. Network security covers a 

variety of computer networks, both public and private, that are 

used in everyday jobs; conducting transactions and 

communications among businesses, government agencies and 

individuals. Networks can be private, such as within a 

company, and others which might be open to public access. 

Network security is involved in organizations, enterprises, and 

other types of institutions. It does as its title explains: It 

secures the network, as well as protecting and overseeing 

operations being done. The most common and simple way of 

protecting a network resource is by assigning it a unique name 

and a corresponding password. 

 

Objectives of the Study 

1. Coping with the Physical 

2. Securing Data on the Network 

3. Dealing with Threats 

4. Confidentiality 

5. Integrity 

6. Availability 

 

Research Methodology 

 The descriptive methodology has been use to collect data. 

 Secondary data has been collected from various published 

source and website.  

 The explanation of data is more qualitative than on 

quantitative term. 

 

Overview of Network Security and Cryptography 

Network security is any activity designed to protect the 

usability and integrity of your network and data. It includes 

both hardware and software technologies. Effective network 

security manages access to the network. It targets a variety of 

threats and stops them from entering or spreading on your 

network. 

 

 
 

Fig 1 

 

How does Network Security Work? 

Network security combines multiple layers of defenses at the 

edge and in the network. Each network security layer 

implements policies and controls. Authorized users gain 

access to network resources, but malicious actors are blocked 

from carrying out exploits and threats.  
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How do I Benefit from Network Security? 

Digitization has transformed our world. How we live, work, 

play, and learn have all changed. Every organization that 

wants to deliver the services that customers and employees 

demand must protect its network. Network security also helps 

you protect proprietary information from attack.  

 

Types of Network Security 

Access Control 

Not every user should have access to your network. To keep 

out potential attackers, you need to recognize each user and 

each device. Then you can enforce your security policies. You 

can block noncompliant endpoint devices or give them only 

limited access. This process is network access control (NAC). 

 

Application Security 

Any software you use to run your business needs to be 

protected, whether your IT staff builds it or whether you buy 

it. Unfortunately, any application may contain holes, or 

vulnerabilities, that attackers can use to infiltrate your 

network. Application security encompasses the hardware, 

software, and processes you use to close those holes. 

 

Email Security 

Email gateways are the number one threat vector for a security 

breach. Attackers use personal information and social 

engineering tactics to build sophisticated phishing campaigns 

to deceive recipients and send them to sites serving up 

malware. An email security application blocks incoming 

attacks and controls outbound messages to prevent the loss of 

sensitive data. 

 

Firewalls 

Firewalls put up a barrier between your trusted internal 

network and untrusted outside networks, such as the Internet. 

They use a set of defined rules to allow or block traffic. A 

firewall can be hardware, software, or both. Cisco 

offers unified threat management (UTM) devices and threat-

focused next-generation firewalls. 

 

Mobile Device Security 

Cybercriminals are increasingly targeting mobile devices and 

apps. Within the next 3 years, 90 percent of IT organizations 

may support corporate applications on personal mobile 

devices. Of course, you need to control which devices can 

access your network. You will also need to configure their 

connections to keep network traffic private. 

 

VPN 
A virtual private network encrypts the connection from an 

endpoint to a network, often over the Internet. Typically, a 

remote-access VPN uses IPsec or Secure Sockets Layer to 

authenticate the communication between device and network. 

 

Web Security 

A web security solution will control your staff’s web use, 

block web-based threats, and deny access to malicious 

websites. It will protect your web gateway on site or in the 

cloud. "Web security" also refers to the steps you take to 

protect your own website. 

Wireless Security 

Wireless networks are not as secure as wired ones. Without 

stringent security measures, installing a wireless LAN can be 

like putting Ethernet ports everywhere, including the parking 

lot. To prevent an exploit from taking hold, you need products 

specifically designed to protect a wireless network. 

 

Types of Computer Security Threats and Risks 

1. Trojan: Trojan is one of the most complicated threats 

among all. Most of the popular banking threats come from 

the Trojan family such as Zeus and Spy Eyes. It has the 

ability to hide itself from antivirus detection and steal 

important banking data to compromise your bank account. 

If the Trojan is really powerful, it can take over your entire 

security system as well. As a result, a Trojan can cause 

many types of damage starting from your own computer to 

your online account. 

2. Virus: Looking at the technology 10 years back, Virus is 

something really popular. It is a malicious program where 

it replicates itself and aim to only destroy a computer. The 

ultimate goal of a virus is to ensure that the victim’s 

computer will never be able to operate properly or even at 

all. It is not so popular today because Malware today is 

designed to earn money over destruction. As a result, 

Virus is only available for people who want to use it for 

some sort of revenge purpose. 

3. Worms: One of the most harmless threats where it is 

program designed only to spread. It does not alter your 

system to cause you to have a nightmare with your 

computer, but it can spread from one computer to another 

computer within a network or even the internet. The 

computer security risk here is, it will use up your computer 

hard disk space due to the replication and took up most of 

your bandwidth due to the spread. 

4. Spyware: Is a Malware which is designed to spy on the 

victim’s computer. If you are infected with it, probably 

your daily activity or certain activity will be spied by the 

spyware and it will find itself a way to contact the host of 

this malware. Mostly, the use of this spyware is to know 

what your daily activity is so that the attacker can make 

use of your information. Such as if you browse on sex toys 

for a week every day, the attacker will try to come out with 

a sex toy scam to cheat on your money. 

5. Scareware: Scareware is something that plant into your 

system and immediately inform you that you have 

hundreds of infections which you don’t have. The idea 

here is to trick you into purchasing a bogus anti-malware 

where it claims to remove those threats. It is all about 

cheating your money but the approach is a little different 

here because it scares you so that you will buy. 

6. Keylogger: Something that keeps a record of every 

keystroke you made on your keyboard. Keylogger is a very 

powerful threat to steal people’s login credential such as 

username and password. It is also usually a sub-function of 

a powerful Trojan. 

7. Adware: Is a form of threat where your computer will 

start popping out a lot of advertisement. It can be from 

non-adult materials to adult materials because any ads will 

make the host some money. It is not really harmful threat 

but can be pretty annoying. 
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8. Backdoor: Backdoor is not really a Malware, but it is a 

form of method where once a system is vulnerable to this 

method, attacker will be able to bypass all the regular 

authentication service. It is usually installed before any 

virus or Trojan infection because having a backdoor 

installed will ease the transfer effort of those threats. 

 

Cryptography 

Human being from ages had two inherent needs − (a) to 

communicate and share information and (b) to communicate 

selectively. These two needs gave rise to the art of coding the 

messages in such a way that only the intended people could 

have access to the information. Unauthorized people could not 

extract any information, even if the scrambled messages fell in 

their hand. The art and science of concealing the messages to 

introduce secrecy in information security is recognized as 

cryptography. The word ‘cryptography’ was coined by 

combining two Greek words, ‘Krypto’ meaning hidden and 

‘Graphene’ meaning writing. 

Cryptography is closely related to the disciplines 

of cryptology and cryptanalysis. Cryptography includes 

techniques such as microdots, merging words with images, 

and other ways to hide information in storage or transit. 

However, in today's computer-centric world, cryptography is 

most often associated with scrambling plaintext (ordinary text, 

sometimes referred to as cleartext) into ciphertext (a process 

called encryption), then back again (known as decryption). 

Individuals who practice this field are known as 

cryptographers. 

Modern cryptography concerns itself with the following four 

objectives: 

1. Confidentiality (the information cannot be understood by 

anyone for whom it was unintended) 

2. Integrity (the information cannot be altered in storage or 

transit between sender and intended receiver without the 

alteration being detected) 

3. Non-repudiation (the creator/sender of the information 

cannot deny at a later stage his or her intentions in the 

creation or transmission of the information) 

4. Authentication (the sender and receiver can confirm each 

others identity and the origin/destination of the 

information). 

 

Context of Cryptology 

Cryptology, the study of cryptosystems, can be subdivided 

into two branches − 

 Cryptography 

 Cryptanalysis 

 

 
 

Fig 2 

What is Cryptography? 

Cryptography is the art and science of making a 

cryptosystem that is capable of providing information 

security 
Cryptography deals with the actual securing of digital data. It 

refers to the design of mechanisms based on mathematical 

algorithms that provide fundamental information security 

services. You can think of cryptography as the establishment 

of a large toolkit containing different techniques in security 

applications. 

 

What is Cryptanalysis? 

The art and science of breaking the cipher text is known as 

cryptanalysis. 

Cryptanalysis is the sister branch of cryptography and they 

both co-exist. The cryptographic process results in the cipher 

text for transmission or storage. It involves the study of 

cryptographic mechanism with the intention to break them. 

Cryptanalysis is also used during the design of the new 

cryptographic techniques to test their security strengths. 

 

Cryptography Primitives 

Cryptography primitives are nothing but the tools and 

techniques in Cryptography that can be selectively used to 

provide a set of desired security services − 

 Encryption 

 Hash functions 

 Message Authentication codes (MAC) 

 Digital Signatures 

 

Cryptosystems 

A cryptosystem is an implementation of cryptographic 

techniques and their accompanying infrastructure to provide 

information security services. A cryptosystem is also referred 

to as a cipher system. 

Let us discuss a simple model of a cryptosystem that provides 

confidentiality to the information being transmitted. This basic 

model is depicted in the illustration below − 

 

 
 

Fig 3 

 

The illustration shows a sender who wants to transfer some 

sensitive data to a receiver in such a way that any party 

intercepting or eavesdropping on the communication channel 

cannot extract the data. 
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The objective of this simple cryptosystem is that at the end of 

the process, only the sender and the receiver will know the 

plaintext. 

 

Components of a Cryptosystem 

The various components of a basic cryptosystem are as 

follows − 

 Plaintext: It is the data to be protected during 

transmission. 

 Encryption Algorithm: It is a mathematical process that 

produces a ciphertext for any given plaintext and 

encryption key. It is a cryptographic algorithm that takes 

plaintext and an encryption key as input and produces a 

ciphertext. 

 Ciphertext: It is the scrambled version of the plaintext 

produced by the encryption algorithm using a specific the 

encryption key. The ciphertext is not guarded. It flows on 

public channel. It can be intercepted or compromised by 

anyone who has access to the communication channel. 

 Decryption Algorithm: It is a mathematical process, that 

produces a unique plaintext for any given ciphertext and 

decryption key. It is a cryptographic algorithm that takes a 

ciphertext and a decryption key as input, and outputs a 

plaintext. The decryption algorithm essentially reverses the 

encryption algorithm and is thus closely related to it. 

 Encryption Key: It is a value that is known to the sender. 

The sender inputs the encryption key into the encryption 

algorithm along with the plaintext in order to compute the 

ciphertext. 

 Decryption Key: It is a value that is known to the 

receiver. The decryption key is related to the encryption 

key, but is not always identical to it. The receiver inputs 

the decryption key into the decryption algorithm along 

with the ciphertext in order to compute the plaintext. 

 

Traditional Ciphers 

All of these systems are based on symmetric key 

encryption scheme. 

 The only security service these systems provide is 

confidentiality of information. 

 Unlike modern systems which are digital and treat data as 

binary numbers, the earlier systems worked on alphabets 

as basic element. 

These earlier cryptographic systems are also referred to as 

Ciphers. In general, a cipher is simply just a set of steps (an 

algorithm) for performing both an encryption, and the 

corresponding decryption. 

 

Caesar Cipher 

It is a mono-alphabetic cipher wherein each letter of the 

plaintext is substituted by another letter to form the ciphertext. 

It is a simplest form of substitution cipher scheme. 

This cryptosystem is generally referred to as the Shift Cipher. 

The concept is to replace each alphabet by another alphabet 

which is ‘shifted’ by some fixed number between 0 and 25. 

For this type of scheme, both sender and receiver agree on a 

‘secret shift number’ for shifting the alphabet. This number 

which is between 0 and 25 becomes the key of encryption. 

The name ‘Caesar Cipher’ is occasionally used to describe the 

Shift Cipher when the ‘shift of three’ is used. 

 

Process of Shift Cipher 

 In order to encrypt a plaintext letter, the sender positions 

the sliding ruler underneath the first set of plaintext letters 

and slides it to LEFT by the number of positions of the 

secret shift. 

 The plaintext letter is then encrypted to the ciphertext 

letter on the sliding ruler underneath. The result of this 

process is depicted in the following illustration for an 

agreed shift of three positions. In this case, the plaintext 

‘tutorial’ is encrypted to the ciphertext ‘WXWRULDO’. 

Here is the ciphertext alphabet for a Shift of 3 − 

 Here is the ciphertext alphabet for a Shift of 3 − 
 

 
 

 On receiving the ciphertext, the receiver who also knows 

the secret shift, positions his sliding ruler underneath the 

ciphertext alphabet and slides it to RIGHT by the agreed 

shift number, 3 in this case. 

 He then replaces the ciphertext letter by the plaintext letter 

on the sliding ruler underneath. Hence the ciphertext 

‘WXWRULDO’ is decrypted to ‘tutorial’. To decrypt a 

message encoded with a Shift of 3, generate the plaintext 

alphabet using a shift of ‘-3’ as shown below – 
 

 
 

Security Value 

Caesar Cipher is not a secure cryptosystem because there are 

only 26 possible keys to try out. An attacker can carry out an 

exhaustive key search with available limited computing 

resources. 

 

Simple Substitution Cipher 

It is an improvement to the Caesar Cipher. Instead of shifting 

the alphabets by some number, this scheme uses some 

permutation of the letters in alphabet. 

For example, A.B…..Y.Z and Z.Y……B.A are two obvious 

permutation of all the letters in alphabet. Permutation is 

nothing but a jumbled up set of alphabets. 

With 26 letters in alphabet, the possible permutations are 26! 

(Factorial of 26) which is equal to 4x1026. The sender and the 

receiver may choose any one of these possible permutation as 

a ciphertext alphabet. This permutation is the secret key of the 

scheme. 

 

Process of Simple Substitution Cipher 

 Write the alphabets A, B, C,...,Z in the natural order. 

 The sender and the receiver decide on a randomly selected 

permutation of the letters of the alphabet. 

 Underneath the natural order alphabets, write out the 

chosen permutation of the letters of the alphabet. For 

encryption, sender replaces each plaintext letters by 

substituting the permutation letter that is directly beneath it 

in the table. This process is shown in the following 

illustration. In this example, the chosen permutation is K, 

D, G,...,O. The plaintext ‘point’ is encrypted to ‘MJBXZ’. 
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Here is a jumbled Ciphertext alphabet, where the order of 

the ciphertext letters is a key 
 

 
 

 On receiving the ciphertext, the receiver, who also knows 

the randomly chosen permutation, replaces each ciphertext 

letter on the bottom row with the corresponding plaintext 

letter in the top row. The ciphertext ‘MJBXZ’ is decrypted 

to ‘point’. 

 

Security Value 

Simple Substitution Cipher is a considerable improvement 

over the Caesar Cipher. The possible number of keys is large 

(26!) and even the modern computing systems are not yet 

powerful enough to comfortably launch a brute force attack to 

break the system. However, the Simple Substitution Cipher 

has a simple design and it is prone to design flaws, say 

choosing obvious permutation, this cryptosystem can be easily 

broken. 

 

Monoalphabetic and Polyalphabetic Cipher 

Monoalphabetic cipher is a substitution cipher in which for a 

given key, the cipher alphabet for each plain alphabet is fixed 

throughout the encryption process. For example, if ‘A’ is 

encrypted as ‘D’, for any number of occurrence in that 

plaintext, ‘A’ will always get encrypted to ‘D’. 

All of the substitution ciphers we have discussed earlier in this 

chapter are monoalphabetic; these ciphers are highly 

susceptible to cryptanalysis. 

Polyalphabetic Cipher is a substitution cipher in which the 

cipher alphabet for the plain alphabet may be different at 

different places during the encryption process.  

 

Transposition Cipher 

It is another type of cipher where the order of the alphabets in 

the plaintext is rearranged to create the ciphertext. The actual 

plaintext alphabets are not replaced. 

An example is a ‘simple columnar transposition’ cipher where 

the plaintext is written horizontally with a certain alphabet 

width. Then the ciphertext is read vertically as shown. 

For example, the plaintext is “golden statue is in eleventh 

cave” and the secret random key chosen is “five”. We arrange 

this text horizontally in table with number of column equal to 

key value. The resulting text is shown below. 

 
 

Fig 4 

 

The ciphertext is obtained by reading column vertically 

downward from first to last column. The ciphertext is 

‘gnuneaoseenvltiltedasehetivc’. 

To decrypt, the receiver prepares similar table. The number of 

columns is equal to key number. The number of rows is 

obtained by dividing number of total ciphertext alphabets by 

key value and rounding of the quotient to next integer value. 

The receiver then writes the received ciphertext vertically 

down and from left to right column. To obtain the text, he 

reads horizontally left to right and from top to bottom row. 

Digital data is represented in strings of binary digits (bits) 

unlike alphabets. Modern cryptosystems need to process this 

binary strings to convert in to another binary string. Based on 

how these binary strings are processed, a symmetric 

encryption schemes can be classified in  

 

Block Ciphers 

In this scheme, the plain binary text is processed in blocks 

(groups) of bits at a time; i.e. a block of plaintext bits is 

selected, a series of operations is performed on this block to 

generate a block of ciphertext bits. The number of bits in a 

block is fixed. For example, the schemes DES and AES have 

block sizes of 64 and 128, respectively. 

 

Stream Ciphers 

In this scheme, the plaintext is processed one bit at a time i.e. 

one bit of plaintext is taken, and a series of operations is 

performed on it to generate one bit of ciphertext. Technically, 

stream ciphers are block ciphers with a block size of one bit. 

 

 
 

Fig 5 
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Conclusion  

Security in the Internet is improving. The increasing use of the 

Internet for commerce is improving the deployed technology 

to protect the financial transactions. Extension of the basic 

technologies to protect multicast communications is possible 

and can be expected to be deployed as multicast becomes 

more widespread. Control over routing remains the basic tool 

for controlling access to streams. Implementing particular 

policies will be possible as multicast routing protocols 

improve. Cryptography is a tool which may alleviate many of 

the perceived problems of using the Internet for 

communications. However, cryptography requires the safe 

implementation of complex mathematical equations and 

protocols, and there are always worries about bad 

implementations. A further worry is that users are integral to 

securing communications, since they must provide appropriate 

keys. As the founders of First Virtual point out...a safe 

application of cryptographic technology will pay close 

attention to how public keys are associated with user 

identities, how stolen keys are detected and revoked and how 

long a stolen key is useful to a criminal. Cryptography may be 

groovy technology, but since security is a human issue, 

cryptography is only as good as the practices of the people 

who use it. Users leave keys lying around, choose easily 

remembered keys, don't change keys for years. The 

complexity of cryptography effectively puts it outside the 

understanding of most people and so motivation for the 

practices of cryptographic security is not available. 
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