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Abstract

Earlier for improving password usability and security multiple graphical password schemes are proposed and one of the important
aspect of the graphical password schemes is security so this is useful for the introduction of attacks and also provides an in-depth
analysis with specific schemes and they are categories in four way as according to authentication style and provides introduction
and analysis for each schemes highlight security aspect. Edge pass uses to extract the edge of pass image for a graphical
password. It is technique which based on calculating area in plane bounded by graph and this is the first step in graphical
password system. It uses edge detection, image fusion and high frequency element extraction so the basic idea of algorithm is to
be found process pixel I(x, y) is dark or light if it is light that is pixel I(x, y) then it can be called as edge else it should be

background.
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1. Introduction

Generally a user authentication is a providing the user to key
in their user name and password. This type of authentication
of a user is used in many system. In survey's we found that
many user choose easy password so they remember easily.
Graphical password system or a technique is an alternative
option to text based passwords. This paper focus on a
graphical password system rather than text or alphanumeric
passwords because user can easily understand image. on the
other side edge detection is very important task for identify an
object because humans can easily remember objects which is
based on a edges from the above concept we are able to
implement a graphical password authentication which is based
on the edges and some other important concepts. Nowadays,
password authentication is popular method which ensures
guarantee information security as authentication is important
aspect. We are familiar with traditional password schemes
which uses string, alphanumeric characters, letters and digits,
but due to limitation of memory of human users most users
choose to set small or simple which can easily find out so this
traditional schemes evolve security issue. Nowadays user have
multiple account on social network, E-mails and on personal
computer so they may choose to set same words for different
account to reduce their brain work and memory burden but
this methods also reduces security and alphanumeric password
are also weak or insecure for the spyware attack, social
engineering and shoulder surfing attack. More of the password
attack also can be done by spyware and simple key-logging
software and this attack can be avoided.

Methods for security

One of the method to improve the security is graphical
password technique it is proposed in 1996 as alternative
solution for the text based. the graphical password that are
mainly depends on image rather than alphanumerical the main
feature of this method is users are better at memorizing and
recognizing image and it is also difficult for attackers to steal
images and if the number of images in set is large then it

becomes more difficult. These are the knowledge based
mechanism the main goal of this scheme is to use images or
shape to replace the text as the recognizing images are easy for
users. This processes also known as dual coding theory. The
image are represented in such way the perceptual feature is
being observed and the text is represented using the symbols
that convey some meaning so it is very easy for user re-
merging images

The edge pass algorithm is most useful technique in graphical
password scheme. The algorithm extract the edge of pass
image and calculate area in plane bounded by graph. In this
approach edge detection is very important task for identifying
particular object because humans can easily recognize object
based in the edges. The most important feature of the edge
detection algorithm is a) it can be usable anywhere at any time
and faster authentication. b) This is the easiest and simple was
to train users. C) This is best method because it is easy to
remember the images than password. d) It is the most secure
method as system will provide strong defense against several
type of attacks like shoulder surfing, brute force and guess
attacks. These are methods for security.

2. Related Work

In general, graphical password schemes can be classified into
two type that are recall based approach and recognition based
I In recall based approaches, the user is required to
reproduce an event or to choose something he/she has select
between the registration phases.

Numerous schemes have proposed by researchers for recall
based technique such as jermnt.et al, developed technique
where the appropriate user is to draw a shape as his/her secret
information 7). Another algorithm is proposed by Wiedenbeck
et al, in their approach the appropriate user is supposed to
select a preregistered point in the test image 9. Also the
recall based, recognition based is also widely developed. In
this type user will have a challenges set which contains decoy
and pass image. The decoy image are randomly generated by
scheme between the verification process and other hand
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password image will be users selected images. Basically
authentication is very simple an appropriate user needs to
correctly identify pass image from challenge set and then
he/she will be authenticated.

Earlier the Déja vu was system which was depends on the has
virtualization algorithm. Random art is one of the systems that
generates image from an algorithm. For authentication
purpose, an appropriate user is required to recognize the pass
image from a challenge set.

Again, another scheme is introduced by Harada, et al., they
produce a monochrome from the user pass image look noisy.
In that alpha bending was used for pass and decoy image.
Unfortunately, this approach was difficult for user to identify
or recognize the pass image because the generated image
looks noisy and unclear to the users.

Medoka, et al, proposed a user authentication method which
relies on combining an underlying frequency component of
the decoy image with a high frequency component of the user
pass images ['2],
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Fig 1: recall-based technique developed by Passlogix

3. Categorization of graphical password

Graphical password scheme have been proposed by blonder.
Graphical password scheme classified into four categories that
are drawmetric schemes, locimetric schemes, cognometric
schemes and hybrid schemes. Hybrid schemes combine two or
more of drawmetric, locimetric and also cognometric schemes

A. Drawmetric schemes

Draw metric schemes also called as recall based schemes. In
this schemes a user reproduces an outline drawing on a grid
that selected between the registration stages. DAS (draw a
secret) was first scheme in draw metric schemes. DAS was
proposed by Jermyn. In this schemes a user is asked to draw
an intelligible picture using a mouse or stylus. In this scheme,
a user is asked to draw an intelligible picture using a mouse or
stylus. The drawing is consisting of one continuous stroke or
several strokes separated by “pen-ups”, on an NxNgrid
(usually a 5x5grid). The picture is mapped to a series of
coordinate’s pairs of the grid cells. This for a successful login,
the user needs to re-draw the picture. The historical significant
of DAS is language independent, making it abreast available

to each user. Users are liberated from recurrence any
alphanumeric string. However, there are some restrictions on
drawing which impact on the usability performance of DAS,
such as assuring every stroke is off the grid lines and
redrawing in the exact position.

B. Locimetric schemes

Locimetric schemes also known as click based graphical
password schemes are based on the loci method, san old and
well known mnemonic. In Locimetric schemes, a user is feed
with an image so that he or she can select any point in the
specified region or any location in the image as a password
click point. Blonder, the first graphical password scheme, was
proposed in 1996, required the user to click on predetermined
areas (or tag regions) of the predetermined graphical image in
a predetermined sequence, as a resource of entering a
password. This scheme possessed discrete advantages on to
alphanumeric passwords. First, people generally find images
easier to recall than alphanumeric sequences, particularly
images with personal meaning. Second, such password
scheme provides higher security than alphanumeric
passwords, and even a very coarse matrix of predetermined
areas yields increased security. However, Blonder’s
authentication system had some disadvantages. For example,
predefined regions should be readily identifiable and the
number of predefined regions is small, perhaps a few dozen in
a picture. The password may require many clicks for adequate
security increasing tedium for the users. In addition, it is more
vulnerable to shoulder surfing compared to alphanumeric
passwords.

C. Cognometric schemes

cognometric schemes are also called as recognition based
schemes or search matrices schemes, involvement identifying
whether one has seen an image before. In this schemes, the
user creates a password by select several image from a large
portfolio of image, by selecting image becoming the users
password. Until authentication the user must successfully to
endorse his/her password image from decoy image. Dhamija
et al. Proposed Déja vu in 2000, where users to choose a
secure number of random art pictures from a set of pictures
generated by a program in the registration stage. During
authentication, the system shows a challenge to keep that
contains both password pictures and decoy pictures. The user
must to endorse which are the password pictures. It is
convenient to store and transmit the art images generated by
short primary seeds. Moreover, the art images make it hard to
record or share with others. Déja vu has discrete drawbacks,
for instance, an obscure picture is difficult to remember and
the password space is much smaller than that of alphanumeric
passwords.

D. Hybrid schemes

Hybrid schemes are typically the combination of two or more
of drawmetric schemes, locimetric schemes and also
cognometric schemes. Hybrid schemes are used to overcome
the limitations of a single scheme, such as shoulder surfing,
hidden camera, or spyware, etc. We will provide a detailed
depiction of these schemes, focusing on memory mode and
initial function.

Jiminy uses image cue for helping user’s selection easily to
remember passwords. In this scheme, users are feed with

25



International Journal of Research in Advanced Engineering and Technology

templates based on color that contain separate holes. The user
first eclectic an image, chooses a colored template, picks a
specific locality inside the image, then clicks on the position to
location the template and lodgment the password. Between
login, the users must analects the right template, place it on the
correct location on the image then enter the characters visible
through the holes from top to bottom. Compared to
remembering alphanumeric passwords, this scheme only
requires users to remember the precise location of template on
the image. However, experiments show that users have
difficulty in remembering precise locations and their
selections tend to be predictable, suggesting doubt about the
efficacy of hotspot resistance.

By using CAPTCHA i.e. (Completely Automated Public
Turing tests to tell Computer and Humans Apart), proposed by
GAO el at., retains benefit of graphical password schemes,
while simultaneously to increase the expense for adversaries
by orders of magnitude. In the register stage, user’s eclectic
and recall images as their password images (pass-images). To
be authenticated, the user require to distinguish his pass-
images as well as complete a test by recognizing and typing
the adjunctive string beneath each pass-image. Although this
scheme is nearly impossible for automated programs, it could
be in dangerous if the adversary is a person and uses spyware
as an assistant.

4. Edge detection

Calculating areas, identifying objects and others image
segmentations are depends upon the edge detection. So, edges
are an important part in digital image processing. Change from
one pixel intensity to another is called an edge detection that
creates a variation in the picture. Pixels with high intensity is
known as edges and other parts is called as background. So,
edges are very useful for visual processing.

Important features of an images such as the shape of the object
in scene is shown by edge detection and this will reduce the
quality of the data to be processed, so this technique is very
important for computer vision. The important point is edge
detection is to expand the lines in images which has an
orientation and representation 6,

The algorithms of an edge detection in computer vision are
depends on the detection of geometrical and physical
properties of the objects

5. Proposed Graphical Password
The basic phases of our graphical password are shown in fig

e
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Fig: Graphical Password Phases

From above fig there are 3 phase’s registration, training and
authentication. Under the registration phase user are able to
choose the pass images for the verification phases. In the
training phase the proposed algorithm is used to train the user

in how or she can recognize the pass-images from challenge
set.

Generally the framework consists of the changing of the raw
image to a gray scale followed by the edge detection and also
high spatial frequency component as shown in fig.

convert RGB to gray image

Edge detection

image fusion

\
High spatial frequency
component

fig.proposed graphical password system

Edge pass algorithm

1. convert image to RGB

2. 2. 1insert 16 pixel from the input image into matrix H and
pad the rest with 0

3. calculate standard deviation N, variance V and mean x for
H

4. Calculate new matrix K

5. Perform cumulative trapezoid Z on H and K

6. decide whether the target pixel is in a light or a dark K
region based on the Z/V:

7. AssignY.

6. Edgepass Algorithm

The concept of edge pass is use to check weather cumulative
trapezoid integration of a matrix (H, K) of given pixel I(x, y)
is dark or light. If the value of target pixel y lights then the
target pixel y is an edge. Else it is a background. Our proposed
technique is depends upon the use of numerical integration
which is a trapezoidal rule to approximate the definite integral
where integral is defined as

I? fladx= (b-a)w 1)
Where (b-a) is the height
A. Image Pre-Processing
From the following fig in first step converts the raw images to

various appropriate formats such as RGB, or other suitable
format for edge detection
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e cumulative trapezoid mtegration
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convert RGB to gray
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generate matrix (4,16),take
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pad zero to the rest of
matrix
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| and maen matrix H

fig.Edgepass flowchart

B. Matrix H creation and Padding

In the 2" step matrix H is generated with size of (4, 16). Then
16 pixels from the input image is inserted while the rest of
indexes are padded with zero.

C. Edge Detection

In this step ie in 3" step matrix H padded with zeros; std
deviation N, variance v and mean X of H are calculated based
on below formulas 3, 4, 5

g?= ,jixnz:?ﬂ{x— X) 3)

Where,
N= number of values
Xi= represents each values in the population
o = is the std deviation
x = is the mean of population

o2== Tl @)

=

| = mean, numbers of values,
o = is the variance and
X = represent each value in H.
Zh.x
- s 5)

ko

i |

X=matrix H values

N= number of the values in H
In the next step matrix K is prepared to be used for cumulative
trapezoid integration as shown in following equation

K=H-(N+X) (©6)

In the fifth step, the cumulative trapezoid formula uses a step
size of for our scheme and defined in equation 7:

Z=Y7 (i-1) +(X (i)-X(i-)x(Y(i)+Y(i-1)x 5 7

Where Z contains entire cumulative trapezoid values and I is
the number of trapezoid. X represent matrix H and Y
represents and Y represents the matrix K.

In the final step, to obtain the edge pass for a pixel Y defined
as:-

v=y 2 ®)

Z= cumulative trapezoid values
V= variance of H

Y= target pixel values

Light means the result of the target pixel Y is within the range
of white pixel in gray scale. Otherwise, it’s dark.

7. Conclusion

This exploration paper introduced an algorithm for edge
detection based on numerical integration. The implementation
of this algorithm gives idea about to find whether the
processes pixel I(x, y) is dark or light region. The use of
trapezoidal integration in this scheme has decent results and is
proper for detecting edges. In this study, distinct algorithm
from recognition based, cued recall based, pure recall based
and hybrid schemes of graphical password authentication are
reviewed. During our research, we recognition several
drawback which can cause attacks.
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